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• What is NIS2?

• Am I affected?

• What should I do?

• References

Agenda
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History Repeats

England circa 1350 - 1550 Byzantine empire 7th – 10th century
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What is NIS2?



6 of 29Copyright © TwelveSec 2025 www.twelvesec.com

What is NIS 2?

The NIS 2 Directive (EU Directive 2022/2555) 
is a European Union regulation aimed at 
strengthening cybersecurity across the 
European Union.

• It replaces the NIS Directive (2016/1148), 
expanding the sectoral scope and 
establishing penalties and new rules on 
supply chain resilience, and incident 
reporting.

• It sets out mandatory cybersecurity 
requirements for large and medium-sized, 
essential and important entities within 
the EU, including private and public 
sectors.

• It fosters cooperation among Member 
States in cybersecurity matters by 
establishing a network of CSIRTS, and a 
European Cyber Crisis Liaison 
Organization Network.

Introduction to NIS 2 Directive
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Timeline for Transposition and Compliance

The NIS 2 Directive was officially 
adopted by the European 
Parliament, enhancing 
cybersecurity regulations.

November 2022

Preliminary compliance measures 
are finalized in Greece, preparing 
for full implementation.

January 2023

The NIS 2 Directive came into 
effect, marking the start of 
compliance preparations for 
member states.

October 2024 Onwards
Post-transposition compliance 
measures are enforced, requiring 
adherence to operational security 
protocols.

October 2024

Deadline for EU member states, 
including Greece, to transpose the 
NIS 2 Directive into national law.

November 2024

Continuous monitoring by the 
European Commission to ensure 
compliance and address any 
transposition delays.

Ongoing
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• To enhance the resilience of critical 
infrastructure against cyber threats.

• To secure critical networks and 
information systems in the EU.

• To ensure that both large and medium-
sized enterprises adopt rigorous 
protocols to mitigate risks.

• It affects a wide range of industries 
including Energy, Transport, Health, 
Finance, Water, Digital Infrastructure, 
and Public Administration.

The directive represents a significant step 
towards a more secure digital 
environment in Europe.

NIS 2 – Purpose and Goals
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Key Provisions in Greek Law:

• Introduction of new cybersecurity obligations 
for critical sectors.

• Defined incident reporting procedures and 
timelines.

• Creation of risk assessment frameworks for 
companies within critical infrastructure sectors.

• Development of guidelines for collaboration
between public and private sectors on 
cybersecurity resilience.

• Self Registration needs to take place by 28th of 
March 2025 for all entities under Art. 19(1) of the 
Greek Law, and by 11th of April 2025 for all other 
entities (both essential and important) via email 
at register.ncsa@cyber.gov.gr.

• Compliance Reviews: Regular reviews and 
compliance checks starting 2025.

Transposition to Greek Law

• Greece transposed the NIS 2 Directive through 
Law 5160/2024.

• The Hellenic Cybersecurity Authority (HCA) is 
tasked with overseeing the implementation and 
enforcement of NIS 2 in Greece. 
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• Impacts: Critical sectors such as 
Energy, Transport, Finance, and 
Digital Infrastructure.

• Greek businesses in these sectors 
will have to comply with stricter 
cybersecurity measures.

• The Hellenic Cybersecurity 
Authority (HCA) is the key regulator 
in Greece for the implementation of 
NIS 2.

• Greek companies will need to meet 
new obligations regarding 
cybersecurity.

Why is NIS 2 Important for Greek Companies?
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Non-compliance with the NIS 2 Directive can 
result in fines up to 10 million euros or 2% of global 
turnover, emphasizing the importance of 
adherence.

Breaches may result in penalties for management, 
including liability and a potential temporary ban 
from management roles.

Operational restrictions may take place for non-
compliant businesses.

Penalties are determined based on negligence, 
violation severity, and cooperation during 
investigations, ensuring a fair and just 
enforcement process.

National Supervisory Authorities are empowered 
to conduct audits and enforce compliance, 
playing a crucial role in maintaining cybersecurity 
standards across sectors.

Penalties for Non-Compliance
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Am I Affected?
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NIS 2 – Impacted Sectors
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Essential vs. Important Entities

• Essential Entities must operate in critical 
sectors, employing over 250 individuals 
or generating annual revenues 
exceeding €50 million, ensuring their 
significant role in societal stability.

• Essential Entities face stringent 
compliance measures, including 
mandatory audits and risk assessments, 
while Important Entities experience 
comparatively relaxed oversight, 
focusing on post-incident evaluations.

• Both essential and important entities 
must comply with NIS 2 and all 
requirements apply the same way to 
both essential and important entities.
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What Should I do?
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Governance and Risk Management
• Organizations must adopt 

comprehensive risk management 
practices, including cybersecurity 
strategies, governance, and regular 
assessments.

• There must be a clear assignment of 
cybersecurity responsibilities.

• Top management’s action and 
accountability are mandatory 
requirements

Incident Reporting
• Mandatory and detailed reporting of 

security incidents with significant 
impact (within 24 hours of detection) 
to the national authority and any 
affected stakeholders.

Supply Chain Security
• Extended accountability not only for 

direct service providers but also for 
supply chain security.

• Companies must ensure their 
suppliers’ cybersecurity practices 
align with NIS 2.

Key Requirements
Member State Cooperation
• Member states must collaborate 

and share information regarding 
cybersecurity threats and 
incidents through their National 
CSIRTs.

• Establishing a network for rapid 
communication among member 
states is essential for effective 
response.

Business Obligations
• Businesses must ensure the 

security of their network and 
information systems against 
cyber threats.

• Businesses are responsible for 
implementing appropriate 
technical and organizational 
measures to safeguard data.

Compliance Requirements
• Organizations must comply with 

national cybersecurity strategies 
and frameworks established by 
member states.

• Regular audits and assessments 
will be necessary to ensure 
ongoing compliance with the 
NIS 2 Directive.
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Compliance Checklist for Greek Businesses

Review NIS 2 
and Greek 

transposition

➢ Classification Awareness: Businesses must 
accurately identify their classification as Essential or 
Important Entities to understand specific compliance 
obligations and associated cybersecurity measures.

➢ Gap Analysis: Identify gaps in compliance with the 
NIS 2 Directive.

➢ Engagement with Authorities: Active 
communication with regulatory bodies is crucial for 
receiving guidance and participating in initiatives that 
enhance compliance and cybersecurity practices.

➢ Stay Updated: Continuously monitor and adapt to 
changes in legislation and regulations.

Develop Risk 
Management and 
Incident Reporting 

Plans

Perform a 
cybersecurity 

audit

Conduct a Gap 
Analysis
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Cybersecurity Best Practices for NIS 2 Compliance

Continuous 
Monitoring 
and Testing

Cybersecurity 
Training for 
Employees

Risk 
Management

Incident 
Response 

Procedures

• Top Management Buy-In

• Gap Analysis

• Risk Assessment

• Security Governance

• Suppliers’ Management

• Incident Management

• Business Continuity and Disaster 
Recovery.

• Real-time Monitoring

• Security Training and Awareness

• Internal Audits

• Continuous Improvement
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Timely Incident Notification

Organizations(both essential and important) 
must report significant cybersecurity 
incidents to national CSIRTs within 24 hours 
of detection, followed by a detailed 
notification within 72 hours, ensuring rapid 
response and enhanced situational 
awareness across the EU.

Incidents may be reported using the 
available templates provided by the National 
Cyber Security Authority here: 
https://mindigital.gr/dioikisi/kyvernoasfaleia

Incident Reporting Obligations and Response Protocols
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Which suppliers should comply?

• All entities which are considered to be in scope of 
NIS 2.

• Suppliers who are not considered to be in the NIS 
2 scope may be influenced if they deliver services 
or products to an in-scope NIS 2 entity.

How to ensure suppliers’ compliance?

• Suppliers that are not in scope of NIS 2 will not be 
supervised by the national authority, but they will 
need to be supervised by their clients.

• A Vendor Risk Management program should be 
in place to identify, evaluate and prioritize 
suppliers’ risks.

• A supplier’s Business Impact Analysis must be 
conducted to determine each supplier’s criticality 
to a company’s operations.

• Regular security audits and real-time monitoring 
of the supplier’s compliance with security policies 
must be implemented.

How NIS 2 Affects Supply Chain Management
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Compliance Process for Greek Businesses

Understand the 
NIS 2 Directive and 
its implications on 

your sector

Conduct a gap 
analysis of current 

cybersecurity 
practices vs. NIS 2 

requirements

Develop 
Compliance Plan: 
Align processes 

with NIS 2

Implement 
appropriate risk 
management 
frameworks

Create and 
maintain incident 

response plans

Engage in 
cybersecurity 

training

Supplier 
Management
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Engage with the Hellenic Cybersecurity 
Authority for guidance.

Meet Compliance Requirements in 
coordination with national authorities.

Collaborating with Authorities
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• Adaptation costs for implementing 
necessary cybersecurity measures.

• Impact through supply chain provisions, 
despite being outside the direct scope.

• Medium-sized enterprises that are 
directly in the scope face 
disproportionate resource allocation 
challenges compared to larger 
organizations.

• Need to develop technical expertise 
within Greek organizations.

• Need to engage third-party cybersecurity 
companies and use their services.

• Keeping up with evolving cybersecurity 
threats and regulation updates.

Change of the landscape for Greek Businesses
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✓ Potential to improve operational 
efficiency and customer trust through 
enhanced cybersecurity.

✓ Top management approval of 
cybersecurity countermeasures using 
the NIS 2 Directive.

✓ Ensure business continuity.

✓ Regulatory Compliance: Avoid penalties 
and legal consequences.

Opportunities for Greek Businesses
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Compliance Software Tools: Automate 
reporting, tracking, and risk assessments.

External Consultants: Expert advice on 
meeting NIS 2 requirements.

Tools and Resources for Compliance
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• Regular updates on new laws, 
regulations, and security threats.

• Combine NIS 2 with other 
regulations/standards like 
GDPR, DORA and ISO 27001.

• Create unified cybersecurity 
strategies for seamless 
compliance.

• Conduct regular internal and 
external audits for compliance.

• Perform at least 1 penetration 
test per year for assurance 
purposes.

• Evaluate effectiveness and 
implement improvements.

Ongoing NIS 2 Ongoing Compliance
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Summary of NIS 2 Impact:
• NIS 2 significantly strengthens the 

cybersecurity posture of the EU and 
Greece.

• Greek businesses must prioritize 
cybersecurity and Incident Response 
processes to comply with NIS 2.

• By doing so, they not only mitigate risks 
but also contribute to the overall 
resilience of the EU’s digital 
infrastructure.

Next Steps:
• Start the compliance process today to 

meet the upcoming deadlines.

Conclusion
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We have to guard our (cyber) frontier!



Questions?



Get in touch:

Twitter

Linkedin

Facebook

Github

Instagram

Thank you!

https://twitter.com/twelvesec
https://www.linkedin.com/company/twelvesec/
https://www.facebook.com/TwelveSec/
https://github.com/twelvesec
https://www.instagram.com/twelvesec/


Annex A – Additional Data
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• The National Cybersecurity Strategy has 
been established on December of 2020, 
and it was last updated on December of 
2023.

• It identifies key threats, threat agents 
and new technological challenges.

• The Gap Analysis performed recognized 
six (6) priorities:  Contingency Planning, 
Incident Reporting, Security and Privacy 
Protection, Research and Development, 
Public-Private Partnerships (PPPs), 
Investments in Security Measures.

• Five (5) strategic goals were defined: 
cybersecurity governance, shielding 
critical infrastructure, incident 
management, research and 
development, awareness.

National Cybersecurity Strategy
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Completed Projects:
• Update of the National Cybersecurity Strategy 

and development of an action plan.
• Development of a manual-guide (handbook) of 

good cybersecurity practices.
• Formulation and implementation of an Operator 

Maturity Level Assessment Guide.
• Support actions to upgrade critical infrastructure 

security systems and capabilities.
• Operation of a platform to protect websites 

against cyber-attacks.
• Operation of a security assessment platform for 

the country's critical infrastructures and 
supervisory monitoring of Greek Cyberspace.

• Establishment of a real-time monitoring system 
for the availability of the websites of 
Governmental Organizations and critical 
infrastructures of the country.

• Vulnerability testing (Penetration Testing) of the 
websites and networks of the Governmental 
Organizations and critical infrastructures of the 
country.

• Development and maintenance of an Asset 
Registry of networks, hardware, devices, systems 
and information assets of the country's critical 
infrastructure.

• Conducting audits - inspections of the country's 
critical infrastructure.

Digital Transformation Bible 2020-2025

Projects in Progress:
• Development of an integrated cybersecurity 

management framework.
• Conducting a risk assessment study at national 

level.
• Preparation of an Emergency Plan for dealing 

with cyber crises.
• Establishment of a sharing information platform 

for cybersecurity threats and incidents.
• Carrying out information and awareness-raising 

activities (seminars, workshops and seminars) on 
cybersecurity.

• Establishment of a platform and tools for 
vulnerability assessment & penetration testing.

• Design and institutionalization of a framework of 
controls - inspections of the country's critical 
infrastructure.

• Development of Cybersecurity R&D Agenda.
• Development of Cybersecurity Investment 

Toolkit
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NIS 2 – Essential and Important Entities
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NIS 2 – Important Entities



Annex B – References
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